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COMPREHENSIVE CYBERSECURITY PORTFOLIO OF SERVICES

INFORMATION GOVERNANCE AND DATA PRIVACY

 Data mapping

 Data pr ivacy assessments

 Data pr ivacy strategy and implementation

 Pr ivacy officer consulting

 Infor mation governance assessments

CYBER RISK ASSESSMENTS

 Level 1- 3 r isk assessments against  
multiple fr ameworks

 Cyber  r isk remediation

INCIDENT RESPONSE

 Data br each investigations

 Network/host active threat monitoring

 Thr eat hunting – ex ec, enterprise, nation state,  
insider

 Thr eat intelligence – deep/dark web, social media  
analysis

 Tr aining & testing – 1st responder, table top, RED  
team, simulations

 IR data analytics

 IR Staff Augmentation

CYBER THREAT INTELLIGENCE

 Dar k web recon - flat r ate low cost

 Dar k web analysis

 Social media
INFORMATION SECURITY- MANAGED SERVICES

 Network Operations Center (NOC)

 Secur ity operations center (SOC)

 Penetr ation Testing

 Vulner ability Assessments

 Cyber security education, training, & simulations

CYBERSECURITY STRATEGY, POLICY AND  

PROGRAM DESIGN

 CIO & CISO Advisor y Services

 Cyber  strategy consulting

 Regulator y compliance

 Gover nment relations consulting

CYBER INSURANCE

 Cyber  insurance claim preparation

 Cover age adequacy evaluation

Our full spectrum of services operates in a continual process of risk remediation and security  
posture improvement.

PAYMENT CARD INDUSTRY (PCI)

 PCI assessment and remediation

 Thir d-party assessments

 SAQ & ROC

CYBERSECURITY
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CYBERSECURITY SERVICE:

INFORMATION GOVERNANCE & DATAPRIVACY

 Information Governance & Data Pr ivacy assessments are fixed priced 

 All other services are time & material (T&M) based upon labor categories required
Price

 Information Governance Assessments

 Data Pr ivacy Assessments

 Data Strategy & Implementation Consulting

 Privacy Officer Consulting

 Data Mapping

 Data Pr ivacy Policies Development

 Global Data Protection Regulation (GDPR) Compliance Consulting

Special services

 Improve information governance

 Enhance data privacy

 Optimize the storage, retr ieval, use, and disposition of data

 Reduce data management exposures

Value proposition
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CYBERSECURITY SERVICE:

CYBER RISK ASSESSMENT

 Self-Assessment:

• w/4 hrs. of analysis

 Facilitated Assessment:

• Depends upon size & complexity of organization

Price

 Cyber Risk Assessments

• NIST 800-171 Compliance

• NYDFS Compliance

• HIPAA Compliance

• ISO 27001 Compliance

 Self Assessment and/or

 Facilitated Assessment

 Follow-Up Remediation Services

• Policy Development

• Penetration Testing
Special services

 Conduct Risk/Gap Analysis of current information security plans and policies vs.  

governance and industry standards
 Provide a timely and cost-effective cyber r isk assessment of subcontractors/third parties

 Identify information security areas requir ing improvement

Value proposition
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CYBERSECURITY SERVICE:

CYBERSECURITY STRATEGY, POLICY &  
PROGRAM DESIGN

 Time & Materials (T&M) pr icing based upon level of expertise required-range

 Fixed pr ice for  training seminars (depends upon # of attendees & length of seminar)

Price

 C-Suite Cyber Advisory Services

 CIO & CISO strategic business planning

 Cybersecurity regulatory compliance  

consulting

 Information security organizational design  

best practices consulting

 Cybersecurity policy development

 Cybersecurity executive – level  

education/training seminarsSpecial services

 Share industry cybersecurity policies, planning, technology, and tools – best practices with  

company executives

 Assist corporate senior  executives in cybersecurity strategic planning to improve  

security/data protection
 Optimize cybersecurity investment

 Provide Cybersecurity executive-level education/training

Value proposition
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CYBERSECURITY SERVICE:

INFORMATION SECURITY MANAGED SERVICES

 NOC, SIEM, & SOC managed services are sold fixed pr ice on an annual basis – depending  

upon the number of users and servers with discounts for multi-year contracts

 Vulnerability Assessments and Penetration Testing is fixed price on a daily-basis, discounts  

for  longer durations
 Cybersecurity advanced education, training, & simulations are fixed priced based upon the

# of attendees

Price

 Network Operations Center (NOCaS) as a Service

 SIEM as a Service

 Security Operations Center (SOC) as a Service

 Penetration Testing

 Vulnerability Assessments

 Cybersecurity Advanced education, training, and simulations

Special services

 Provide extensive high quality managed security services

 Allow clients to enhance cybersecurity capabilities at reduce prices vs. in-house

Make available state-of-the-art cyber education, training, technology, tools, simulations at  

affordable prices

Value proposition
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CYBERSECURITY SERVICE:

SOC AS ASERVICE

 Fixed-pr ice annual services agreement, depends on # of users, network complexity, and  

SLA requirements
 Discounts available for  multi-year service agreements

Price

 Network monitor ing and detection service

• Silver – 9 x 5 services

• Gold – 24 x 7 services

 Alert analysis and incident response services

 Analyst services

 Responder of call (SLA)
 Cyber hunting (SLA)

 Incident reporting (SLA)

Special services

 Provide high quality managed Security Operations Center (SOC) services as needed with  

Silver and Gold options

 Affordable managed detection and incident response service customized to your Service  

Level Agreement (SLA) requirements

Value proposition
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CYBERSECURITY SERVICE:

SECURITY INCIDENT EVENT MANAGEMENT  
(SIEM) AS ASERVICE

 Fixed-pr ice annual services agreement, depends upon # of users, devices, and complexity  

of SLA requirements
 Discounts available for  multi-year service agreements

Price

 Security incident log / event collection

 Event preservation

 Correlation-based alerts

 Standard security devices collection

• Active Directory

• Firewall

• Antivirus

• Proxy

• VPN

• Criticalservers

 Selected KPIs per device

 Analyst services

 Portal access for forensics and dashboard

Special services

 Provide high quality managed Security Incident Event Management services

 Timely and affordable

 Scalable and customized to your SLA requirements
Value proposition
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CYBERSECURITY SERVICE:

CYBER ADVANCED EDUCATION, TRAINING,AND  
SIMULATIONS

 Fixed-price either per student or  per class, depends upon location, customization, and #  

of students/sessions
Price

 Cybersecurity Network Training Simulator (10+ students)

 Hands-on-Training simulator (max of 3 students)

 Virtualized Cyber Classroom (up to 30 students)

 Cyber-Range Global Internet simulator

Special services

 State-of-the-art cyber education and training via advanced simulators

 Hands-on learning

 Customizable

 Very realistic scenarios

Value proposition
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CYBERSECURITY SERVICE:

MANAGED CLOUD MIGRATION SERVICES

 Fixed-pr ice based upon the # of devices, users, and complexity of SLA requirementsPrice

 Cloud Services Provider (CSP):

• AWS, or

• Microsoft

 Cloud Migration Services – system integration via InfoReliance or 1901 Group

 Customized Service Level Agreements (SLAs)

Special services

 Best-in-class Cloud service providers

 Proven high quality cloud migration services systems integrator

 Significant cost-savings versus data centers
Value proposition
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CYBERSECURITY SERVICE:

CYBER THREATINTELLIGENCE

 Sold as a Fixed-Pr iced-Level-Of-Effort for  each servicePrice

 Dark Web Recon

 Dark Web Analysis

 Social Media Analysis

 Threat Intelligence gather & Analysis

Special services

 Conduct extensive proactive threat intelligence gather ing and analysis to mitigate cyber  

breach cost impacts
 Provide post-breach deep dive analysis on actual cyber attacker(s)

 Reduce the cost of impact of future cyber attacks

Value proposition
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CYBERSECURITY SERVICE:

CYBER INSURANCE

 Sold as a Fixed-Pr iced-Level-Of-Effort for  each servicePrice

 Cybersecurity Insurance Coverage Adequacy Evaluation

 Cyber Breach Claim Preparation

 Cyber Breach Claim Evaluation
Special services

 Ensure an organization has adequate cyber liability insurance coverage to protect their   

information assets

 Prepare detailed cyber breach claims in a timely and cost-effective manner to maximize  

damage reimbursement
 Evaluate cyber breach claims for adequacy

Value proposition
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Analytics and Reports

2 min Training Videos

Screen saver

Digital Banners

Officer Badges

Passports

Posters

Rollup Banners

Teaser/Emailer

Cyber Magazine

Knowledge Assessment

Signatures

Warnings

Infographics

CYBER CAMPAIGN
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Design
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Pull Up 

Banners

Pull Up 

Banners

Email Set up

Digital 

Banners

Digital 

Banners

Passports

Screensaver Screensaver

Social 

Engineering

Phishing 

Attack

Phishing 

Attack





Grades: 







Course Activities

1. Video Content

2. Infographics

3. Interactivity
4. Hotspot activities

5. Interactive Videos: 
6. Branching Scenarios

7. Knowledge Check

8. Final Assessment

https://cyberactive.thecyberacademy.co.za/pluginfile.php/255/mod_label/intro/This%20is%20how%20hackers%20hack%20you%20using%20simple%20social%20engineering.mp4


1. Branching Scenarios








